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Huceprariiiiny po6oTy BUKOHaHO Ha kKadeapi iHGOpMaliftHUX TEXHOJOTIN 1
CUCTEM HAayKOBO HAaBYaJbHOIO I1HCTUTYTY «JIHIOPOBCHKUN MeTanypriiHui
IHCTUTYT» YKpaiHChKOIO AEpKABHOTO YHIBEPCUTETY HAYKHU 1 TEXHOJIOT1H

AKTYyaJbHICTh J0CJaizKeHHsA. B yMoBax crpiMkoro po3Butky Industry 4.0
Ta [UQPOBIi3allii JOTICTUYHUX MPOIECIB BUHUKAE TOCTpa HEOOX1IHICTh BUPIIIICHHS
KPUTUYHUX MPOOJIeM O€3MEKH TaHUX y Cy4acHUX 1HPOpMalIiHUX CUCTEMAX.

TpanuuiiiHi LEHTpani30BaHl apXITEKTypu JOTICTUYHUX 1HPOpMaLIMHUX
CHUCTEM JCMOHCTPYIOTh CYTTEBI OOMEKEHHS TMpU PpoOOTI 3 TIIOOATLHUMHU
JAHIIO)KKaMHU TOCTa4aHHS, BKJIOYAIOYM BIJCYTHICTh €(PEKTHUBHUX MEXaHI3MIB
Bepu®ikailli aHuX, HEAOCTATHIO TPO30PICTh, BPA3IUBICTH JO KiOepaTak Ta
CKJIQJIHICTh 3a0€3Me4YeHHs LUIICHOCTI 1HhOpMaIlii.

Jucepraiiisi CKIaaeTbes 31 BCTYIY, YOTUPbOX PO3/LTIB, BACHOBKIB, CIIUCKY
BUKOPUCTAHUX JiKepen Ta nonatky. [loBHmii oOcsr muceptarii — 139 cTopiHOK;
CIUCOK BHMKOPHCTaHMX JKepen 31 68 HaliMeHyBaHb, 2 noaaTkiB. Pobora
MPOUTIOCTpOBaHa 12 pUCYHKaMU Ta MICTUTh 5 TaOJIHIIb.

MeTtor pobOTH € MIIBUIIECHHS PiBHS 0€3MeKH Ta €(heKTUBHOCTI yIPABIIIHHS
JAHUMHU Y JIOTICTUYHUX 1H(QOpMAIIHHUX CHUCTEMax HUISIXOM PO3pPOOKH METOay
3a0€e3IeueHHs JIOCTOBIPHOCTI Ta IIUIICHOCTI HA OCHOBI TEXHOJIOTIT OJIOKYEHH.

HaykoBa HOBM3HA Oep:KaHMX Pe3yJIbTATIB

- Bnepuie po3po6iieHO HOBY MoOeib OIIHKM 3arpo3 Oesmeii B

JIOTICTUYHUX 1HQOPMAIIHHUX CUCTEMaX, SIKa BpaxoBYye crenudiky OJOKYCHH-

apXITeKTypu Ta 0a3yeTbcsl Ha KOMIUIEKCHOMY aHalli3l Bpa3duBOCTEH, IO



JO3BOJIMJIO  PO3LIMPUTH MOXMJIMBOCTI BHUSBJICHHS TMOTEHUIWHUX aTak Ta
1JIBUIIMTH TOYHICTh OIIIHKM PU3UKIB B YMOBaX PO3IOijIeHOT 0OpOOKU JaHUX.

- Bnepmie  3anmpormoHOBaHO — OpWTIHAIBHUN  MeTO — 3a0e3medeHHS
JIOCTOBIPHOCTI JTAaHUX, IO TPYHTYETHCS HA YJOCKOHAJICHHUX JiepeBax Mepkiia Ta
IHTENEKTYaIbHUX CMapT-KOHTPAKTaX, SKUHM JI03BOJIMB CYTTEBO IIiIBUIUTH
piBEHb 3aXHUIICHOCTI CHUCTEMH, aBTOMAaTH3yBaTH TNpollecH Bepudikamii Ta
3a0€3MeYUTH HE3MIHHICTh JJAHUX Y JIAHIIOKKY MTOCTa4YaHHs.

- OTpuMaB mojajbIIUKA PO3BUTOK Ipolec Bepudikaiii TpaH3akIid y
PO3MOAUIEHUX JIOTICTUYHUX CHCTeMaxX Ha OCHOBI 0araTopiBHEBOI CHCTEMH
Kpuntorpa@iuHuX MeXaH13MiB, IO J03BOJIUJIO 3HAYHO IIJBHIIMTH HAIIHHICTH
nepeiadl JaHuX MDK yYaCHMKaMH, MIHIMI3yBaTh PHU3MKH HECAHKI[IOHOBAHOI
Moaudikarii iHbopmarlii Ta 3a6€3MeYUTH TPO30PICThH OMEPalliid.

- YIOCKOHAJIEHO MEXaHI3MU KOHTPOJIIO JOCTYIy [0 AAHHWX MUIIXOM
BIIPOBA/KCHHS 1€PAPXIYHOI CUCTEMH CMAapT-KOHTPAKTIB Ta KPUNTOrpaPIUHUX
TOKEHIB, M0 PO3IMIMPUIO MOXKIJIMUBOCTI THYYKOrO YIpPAaBIIHHA IpaBaMu
KOPUCTYBAauiB, MIJBUIIWIO aJaNTUBHICTh CUCTEMHU Ta 3a0€3MeYusio HaIiliHy
130715111110 KOH(IEHITIHHUX TaHUX.

- Po3BuHYyTO MeTOaM 3aXHCTy 1HPOPMALIMHUX MOTOKIB Y JIOTICTUYHUX
CUCTEMAaX 3a PaxXyHOK BIIPOBAXKCHHSI MEXaHI3MIB MPOAKTUBHOTO MOHITOPUHTY
OJIOKYEHH-TpaH3aKIlli, 10 JO3BOJUJIO CBOE€YACHO BHSBISTH  CIPOOHU
HECaHKI[IOHOBAHOTO JIOCTYMy Ta MIABUIIMTH 3arajibHUl piBEHb Oe3MneKu
CUCTEMHU.

OcHoBHUII 3MicT AUcepTaliiiHOI podoTH

JuceprariiitHa poOoTa IPUCBSIUYCHA 3a/1auaM 3a0e3MeYeHHs IOCTOBIPHOCTI Ta

IITICHOCT] JJAHWUX Y JIOTICTHYHUX 1H(GOPMAIITHIX CHCTEMax Ha OCHOBI TEXHOJIOT1i
OJIOKYEHH.

3a pe3ysbTaTaMu JOCHIKEHHS POo3p00JICHO:

- Mogenb BUSBIEHHS aKTyalbHHX 3arpo3 Oesmnerni B JIOTICTHYHUX
1H(OpMaIIHHUX CUCTEMAX, 1110 BPAXOBYE criel(iKy OJI0KUEHH-apXITEKTYypH

Ta 0a3y€eThCs HAa KOMILJIEKCHOMY aHalli31 Bpa3JIMBOCTEH;



- Meton  3a0e3nedyeHHs  JOCTOBIPHOCTI  JaHUX HA  OCHOBI
yIOCKOHAJIEHUX JiepeB Mepkiia Ta iHTeJIeKTyalbHUX CMapT-KOHTPAKTIB.

Y nepmomMy po3aiji MpoBeIEeHO KOMIUIEKCHHM aHaji3 Cy4yacHOTO CTaHy
JOTICTUYHUX 1H(POPMAIIMHUX CHCTEM Ta BHSBJICHO KPUTHYHI TpoOIeMHu
3a0e3neyeHHs Oe3neku gaHux B ymoBax Industry 4.0. Ha ocHoBi mociimkeHHs
TPaIUIIAHUX LEHTPATi30BaHUX apXITEKTyp OXapakTEpU30BaHO iX OCHOBHI
HEJIOJIIKA: BIJICYTHICTh €()EKTHUBHUX MEXaHi3MIB Bepudikaiii mJaHUX MIK
HE3AJIOKHUMH YYaCHUKAMH JIAHIFO)KKA ITOCTAa4aHHS, HEJAOCTATHIO TIPO30PICTh
MPOIIECIB, BPA3JIUBICTh JO KiOepaTak Ta CKIQJHICTh 3a0e3MeuYeHHs IiTICHOCTI
iHpopMmarii npu po3noAiaeHIH o0podmi. 3'scoBaHo, IO TIOOATBHI JAHIIOXKKH
MOCTAaYaHHS XapaKTePU3YIOThCS BHCOKOIO CKJIAJHICTIO B3a€EMOJIi MHOXHUHU
MOCTaYaJbHUKIB, BUPOOHMKIB, TPAHCIMOPTHUX KOMIIAHIM Ta AUCTPUO'IOTOPIB 3
PI3HHX KpaiH, KOXKEH 3 SIKHX Ma€ BJIacHI 1H(OpMAaIliiiHl CHUCTEMH Ta CTaHAAPTH
00poOku naHux. OKpECIeHO MEPCIEKTUBHI HANpPsIMU BUKOPUCTAHHS OJIOKYEHH-
TEXHOJIOT1i 171 BUPIIICHHSI BUABJICHUX MTPOOJIEM, BKIIOYAI0UH 3a0€3MeUeHHS 10BIpU
MDK y4YaCHHKaMu 0€3 LEHTPalli30BaHOr0 MOCEpEeAHMKA, aBTOMAaTHU3allil0 Oi3Hec-
MPOILIECIB Yepe3 CMapT-KOHTPAKTU Ta CTBOPEHHS HE3MIHHOTO ayIUTOPCHKOTO CIiTy
JIOTICTUYHUX OIeparii.

Y apyromy po3aijii po3po0ieHO MOJeNb BUSIBICHHS aKTyaJlbHUX 3arpo3
nopymieHHs1 iHPopMaIliiHoi 0e3MeKnu TaHuX B OJIOKUYEHH-CHCTEMaX JIOTICTHYHOTO
npu3HayeHHs. l[IpoananizoBaHo crnenu@piyHi 3arpo3u, BJIACTHBI PO3MNOIITICHUM
CHUCTEMaM: aTaKi Ha MEXaHI3MH KOHCEHCYCY, BPa3JMBOCTI CMapT-KOHTPAKTIB Ha
piBHI MOBH TiporpamyBanHs Solidity, 3arpo3u moBiiiHOI TpaTu, aTaku CuOLLIHN Ta
DDoS-ataku Ha MepexeBy i1H(DpacTpykTypy. DdopmanizoBaHo MaTeMaTUUYHUIA
amapar Juisl OIlIHKM PHU3HMKIB Ha OCHOBI TEOpPii HEUITKMX MHOXHH, JIe¢ KOXXCH
JECTPYKTUBHUHN BIUIMB OMUCYETHCS KOE(IIEHTAMU MOPYIIEHHS KOH(]1ASHIIITHOCTI,
IUJIICHOCTI, JIOCTYIHOCTI Ta JIOCTOBIPHOCTI. 3alpONOHOBAaHO OaraTOpiBHEBY
Kiacuikaio 3arpo3: piBeHb OJIOKYEHH-TIPOTOKOY, PIBEHb CMapT-KOHTPAKTIB,

piBeHb OI3HEC-JIOTIKM Ta PIBE€Hb 30BHINIHBOI B3aemojlii. Po3pobiieHo MeToauky



BU3HAYCHHS HEOE3MEYHOCTI 3arpo3 uYepe3 KOMIUIEKCHHI aHali3 XapaKTEepUCTHUK
00'e€KTa 3aXUCTy, TUITY 3arpo3u Ta MOTEHUIHHOTO JECTPYKTUBHOTO BILIUBY.

Y TperboMy Ppo3aiJi po3po0SIEHO KOMIUIEKCHHNA METOHa 3a0e3MedyeHHs
JIOCTOBIPHOCTI Ta IUIICHOCTI TMEPCOHAIBHUX JaHWX Ha OCHOBI MOAM(IKOBAHUX
nepeB  Mepkina Ta  IHTENEKTyalbHHX CMapT-KOHTPAKTIB. 3alpONOHOBAHO
apXITEeKTypy HCIEHTPATI30BaHOI JIOTICTUYHOI CHUCTEMH, $Ka BHUKOPHUCTOBYE
texuosoriro Ethereum Virtual Machine i1 BukoHaHHs Oi3HeC-JIOTIKA 0O€3
LEHTPaII30BaHOTO cepBepa. JleTaqbHO OMHMCAaHO CTPYKTYPY CMApT-KOHTPAKTIB IS
YOpaBJIIHHS TpaBaMU BJIACHOCTI HA PECYpPCH, BIICTEKEHHS IiX MEpEeMilleHb Ta
aBTomMaTHu3allii nporeciB Bepudikaiii. GopmanizoBaHO MPOTOKOJIN B3a€EMOJIT Mk
4OTHpMa OCHOBHUMH DPOJSIMH  yYaCHUKIB CHCTEMH: TOCTa4abHUKAMHU,
BUpPOOHUKAaMH, TpaHCHOpTepaMu Ta JUCTpuO'toTopamu. ONHMCaHO MeEXaHI3MU
KpUINITOTpaiuHOTO 3aXUCTY Yepe3 HU(pOBI MIAMUCH HA OCHOBI EINTUYHUX KPUBUX
Ta NpONEAYypH BaTiAaIlli TpaH3aKIii 4yepe3 MPOTOKOJIU KOHCEHCYCY.

Y d4erBeprOoMy PpO3AlJi TIPOBEIEHO EKCIIEPUMEHTAILHY  BaJiaIlii0
€(PEeKTHUBHOCTI 3alPONOHOBAHOIO METOAY 4Yepe3 IMOpPIBHSJIbHE TECTyBaHHSA 3
tpaautiitaumu MySQL-cucremamu Ha Habopax JaHUX pi3HOTO 00csTy. Pesynbratu
MOKa3aJId CyTTEB] epeBaru OJOKYEHH-TIAX0AY: Yac Bepu(ikalii HUTICHOCTI JaHUX
3MEHIIUBCS 3aBIsSKU JIOTapuPMIUHIA CKJIATHOCTI JiepeB Mepkia npoTu
kBaapatuyHoi ckiaaHocti SQL JOIN-omepartiii. [IpogeMoHCTpOBaHO MpaKTHUHY
peanizauito cucremu Ha 0a3i Ethereum 3 Bukopucrtanusm 10 He3anexHUX BY3IiB,
M0 EMYJIOIOTh pealbHy MEpeXy YYAaCHHMKIB JIOTICTUYHOIO  JIAHIIOXKKA.
[TinTBEpIKEHO MOJIUBICTL  3a0e3MeUeHHs HE3MIHHOCTI Ta  IIOBHOI
MPOCTEKYBAHOCTI  JIOTICTUYHUX  ONepaliii  mpu  30epexeHHI  BUCOKOI
MPOTYKTUBHOCTI T4 MAaCIITAOOBAHOCTI CHCTEMHU.

Pe3yabTatH  JO0CHIIKEHHSI MOXYTh OyTHM  BUKOPUCTaHI  MpH
IPOEKTYBaHHI Ta MojJepHi3alii iHdopMmaliiHuX cucTeM Yy cdepi JIOTICTHKH,
YOPaBIiHHS JIAHIIO)KKAMU [MOCTayaHHS Ta IHIOUX Tay3sX 3 PO3MOIIICHOIO

0OpOOKOI0 JIlaHMX, IO CHPUIATHUME IMIJIBUIICHHIO 3arajibHoi e(pEeKTHUBHOCTI Ta



Oe3MeKyu JIOTICTUYHUX  omepaiiid B  yMoBax mudpoBoi TpaHcopmarlii
MIPOMUCIIOBOCTI.

Karouosi ciioBa: 6110k4eiin, moricTuyHi iHGOpMAIiiHI CUCTEMH, CMapT-
KOHTPaKTH, MOJeNb, Oe3leKka MaHWX, METOJ, JAHIFO)KKH TOCTa4YaHHS, JepeBa
Mepkia,  mudpoBa TpaHchopmallis, KpunTorpadiuHi METOAU, PO3MOALIEH]

CHCTCMU.

ABSTRACT

Sytnyk R.S. Models and Methods for Organization and Ensuring Data
Integrity in Information System Registries. — Qualifying scientific work on the rights
of a manuscript. Dissertation for obtaining the scientific degree of Doctor of
Philosophy 1in specialty 122 "Computer Sciences". — Ukrainian State University of
Science and Technology. — Dnipro, 2025.

Research Relevance

In the context of rapid Industry 4.0 development and digitalization of logistics
processes, there is an urgent need to address critical data security problems in
modern information systems. Traditional centralized architectures of logistics
information systems demonstrate significant limitations when working with global
supply chains, including the absence of effective data verification mechanisms,
insufficient transparency, vulnerability to cyberattacks, and complexity in ensuring
information integrity.

The dissertation consists of an introduction, four chapters, a conclusion, a list
of sources used and appendices. The full volume of the dissertation is 139 pages; list
of used sources of 68 titles, 2 appendices. The work is illustrated with 12 drawings
and contains 5 tables.

Research Objective

The objective of this work is to enhance the level of security and efficiency of
data management in logistics information systems by developing a method for

ensuring authenticity and integrity based on blockchain technology.



Scientific Novelty of Obtained Results

- First development of a new security threat assessment model for logistics
information systems that considers the specifics of blockchain architecture and is
based on comprehensive vulnerability analysis, which expanded the capabilities for
detecting potential attacks and improved risk assessment accuracy in distributed data
processing conditions.

- First proposal of an original data authenticity assurance method based on
enhanced Merkle trees and intelligent smart contracts, which significantly improved
system security level, automated verification processes, and ensured data
immutability in the supply chain.

- Further development of transaction verification processes in distributed
logistics systems based on a multi-level system of cryptographic mechanisms, which
significantly improved data transmission reliability between participants, minimized
risks of unauthorized information modification, and ensured operation transparency.

- Enhancement of data access control mechanisms through implementation of
a hierarchical system of smart contracts and cryptographic tokens, which expanded
flexible user rights management capabilities, increased system adaptability, and
ensured reliable isolation of confidential data.

- Development of information flow protection methods in logistics systems
through 1mplementation of proactive blockchain transaction monitoring
mechanisms, which enabled timely detection of unauthorized access attempts and
improved overall system security level.

Main Content of Dissertation Work

The dissertation work 1s devoted to problems of ensuring data authenticity and
integrity in logistics information systems based on blockchain technology.

Based on research results, the following were developed:

- A model for identifying current security threats in logistics information
systems that considers blockchain architecture specifics and is based on

comprehensive vulnerability analysis;



- A method for ensuring data authenticity based on enhanced Merkle trees and
intelligent smart contracts.

Chapter 1 conducts a comprehensive analysis of the current state of logistics
information systems and identifies critical problems in ensuring data security under
Industry 4.0 conditions. Based on the study of traditional centralized architectures,
their main disadvantages are characterized: absence of effective data verification
mechanisms between independent supply chain participants, insufficient process
transparency, vulnerability to cyberattacks, and complexity in ensuring information
integrity during distributed processing. It was determined that global supply chains
are characterized by high complexity of interaction among multiple suppliers,
manufacturers, transport companies, and distributors from different countries, each
having their own information systems and data processing standards. Promising
directions for using blockchain technology to solve identified problems are outlined,
including ensuring trust between participants without a centralized intermediary,
automating business processes through smart contracts, and creating an immutable
audit trail of logistics operations.

Chapter 2 develops a model for identifying current threats to information
security data breaches in blockchain systems for logistics purposes. Specific threats
inherent to distributed systems are analyzed: attacks on consensus mechanisms,
smart contract vulnerabilities at the Solidity programming language level, double-
spending threats, Sybil attacks, and DDoS attacks on network infrastructure.
Mathematical apparatus for risk assessment based on fuzzy set theory is formalized,
where each destructive impact is described by coefficients of confidentiality,
integrity, availability, and authenticity violations. A multi-level threat classification
1s proposed: blockchain protocol level, smart contract level, business logic level, and
external interaction level. A methodology for determining threat danger through
comprehensive analysis of protection object characteristics, threat type, and
potential destructive impact is developed.

Chapter 3 develops a comprehensive method for ensuring personal data

authenticity and integrity based on modified Merkle trees and intelligent smart



contracts. A decentralized logistics system architecture using Ethereum Virtual
Machine technology for executing business logic without a centralized server is
proposed. The structure of smart contracts for managing resource ownership rights,
tracking their movements, and automating verification processes is described in
detail. Interaction protocols between four main participant roles are formalized:
suppliers, manufacturers, transporters, and distributors. Cryptographic protection
mechanisms through digital signatures based on elliptic curves and transaction
validation procedures through consensus protocols are described.

Chapter 4 conducts experimental validation of the proposed method's
effectiveness through comparative testing with traditional MySQL systems on
datasets of wvarious volumes. Results showed significant advantages of the
blockchain approach: data integrity verification time decreased by due to
logarithmic complexity of Merkle trees versus quadratic complexity of SQL JOIN
operations. Practical system implementation based on Ethereum using 10
independent nodes emulating a real network of logistics chain participants is
demonstrated. The possibility of ensuring immutability and complete traceability of
logistics operations while maintaining high system performance and scalability is
confirmed.

Practical Application

Research results can be used in designing and modernizing information
systems in logistics, supply chain management, and other industries with distributed
data processing, which will contribute to improving overall efficiency and security
of logistics operations under industrial digital transformation conditions.

Keywords: blockchain, logistics information systems, smart contracts,
Merkle trees, model, data security, method, supply chains, digital transformation,

cryptographic methods, distributed systems.



